On-the-Fly Repair Of A Computer 

This continuation-in-part claims priority to pending application Serial No. 09/862,898, 
filed on May 21, 2001, with Arty. Docket No. A-70543/RMA/LM. 

U.S. Patent Application No. 09/862,898 is incorporated herein by reference. 

The following invention provides an apparatus and method of supporting the 
backup and recovery of a computing device. The computing device will 
typically include both a user computing environment and a supporting 
environment which enhances the stability and functionality of the user computing 
environment. 

Processes 

In one embodiment, a plurality of computing processes may be utilized to 
enable the On-the-Fly invention. Here, individual computing processes may 
monitor, track, predict the stability, backup, restore, or recover 
attributes within the user computing environment. The attributes may be 
software specific, data specific, operating system specific, or any 
combination. Utilization of the plurality of computing processes can 
facilitate the normal operation of the user computing environment. In one 
embodiment the user computing environment may be stabilized without user 
intervention such as requiring the user to shut-down, restart, logging off, 
logging on, or terminating applications. In one embodiment the supporting 
environment may have a capability interacting with the user computing 
environment. In one embodiment the supporting environment may be capable of 
initiating or causing the user computing environment to shut-down, restart, 
logging off, logging on, or terminating applications. 

Different computing systems 

In one embodiment the user computing environment and the supporting 

environment function in different computing systems. The two computing 

systems may reside in a common box. The user computing system may consist 

of data storage devices, RAM, processor, video card, and other attributes 

known in the art to facilitate a computing system. The supporting 

computing system may consist of a master template data storage device, RAM, 

processor, and other attributes known in the art to facilitate a computing 

system. In one embodiment, the data storage devices may be linked as needed to perform 

repairs. Such as, the need to copy data from the support environment to the user 

environment. 

Snap-Shot of data 

In one embodiment, the present invention takes a snap-shot of the user 
computing environment. This snap-shot may subsequently be utilized to 
restore, analyze, or enhance the stability of the user environment. The 
snap-shot may include a stable image of the operating system, software 



applications, or user data. The snap-shot may contain an idealized or 

stable version of a disk drive utilized by the user environment, or a subset 

of the disk drive such as an individual partition. The snap-shot may also 

include an idealized version or image of the user system RAM, user system 

disk drive, user system partition image, memory of the video card, or any 

other memory stored or utilized in the user computing environment. These snapshots may 

be stored in the associated support environment data storage device. 

Monitoring 

The supporting environment may monitor the user environment. The monitoring 
may include monitoring of processes running or enabled within the user 
environment. The monitoring may include monitoring both the utilization of 
the data storage device, data contained on the data storage device, and 
other aspect necessary for the normal operation of the user environment. 
This monitoring may facilitate identifying undesired changes, potential 
problems and also potential solutions. The supporting system may detect a 
freeze or other undesirable change within the user environment. 

Recovery 

When an undesirable change is detected in the user environment, the 
supporting environment may attempt to recover or restore or repair the user 
environment. The supporting system may be capable of re-enabling the user 
environment in a number of ways, such as resetting the keyboard in the event 
the keyboard locks the communication of keystrokes to the user environment. 
Further recovery of the user environment may be supported by reset 
connections such as describe by "Freezebuster", reset and clear devices as 
needed, replace defective software components as needed, and/or switch 
hardware components and/or devices as needed. The supporting environment and or 
supporting system may copy all or part of the data from one or more of the idealized 
snapshots mentioned above. These snapshots may be copied into their respective devices 
and/or locations. 

Application Configuration 

Another embodiment supports an ability to run two or more different programs 

at the same time on one computing system where the data and applications may 

be isolated from one another but may share output and/or input devices. In 

one embodiment, the applications may be isolated by executing the 

applications in a separate address space. The applications and data may be further 

isolated by utilizing two separated data storage devices. In order to safely send a 

command from one isolated data storage device to the other isolated data storage device 

the following may be utilized. In one embodiment, when an icon on the desktop icon is 

clicked the following may occur. The icon may execute a command that would launch a 

specific application on the other isolated data storage device. This may be accomplished 

by a shared ASIC that sends the command to the other isolated data storage device. 

Another embodiment involves isolation of data with merged display. In this embodiment 



two user environments can be separated for the purposed of isolating data. For the Anti- 
Hacker System: A hard drive that does not contain "sensitive" data could be isolated and 
attached to a network. A second hard drive, may or may not be attached to the other hard 
drive (in any way), could be utilized for "sensitive" user data, but have no exposure to the 
network because it is "isolated" by a means of switching. The video signals associated 
with the data coming from these two hard drives could then be 
"merged" onto the same screen. In other words, all of the computing would be 
happening within isolated "secure zones" within a single computer but would 
not appear so to the user. Another example: the anti-virus system could use 
this method to isolate potentially infectious data. 

Application Output 

Applications may have its output displayed on the same screen alongside 

and/or superimposed upon the same screen with other applications and data 

that were being "computed" separately. Both computing processes may be separated but 

may then be "merged" together on the screen, and/or overlaid one another on the same 

screen. In one embodiment, this may be achieved by using multiple video cards. 

This concept can be applied for example to the Repair System, Multi User, 

Anti-Hacker, anti-theft and Anti- Virus. 

In another embodiment both the user computing environment and the supporting 
environment will reside on a single computer system. A snap-shot of the operational user 
environment will be taken. The snap-shot will be associated with the supporting 
environment. Processes associated with the supporting environment will monitor the 
activities and status of the user computing environment. The monitoring function will 
become aware of any degraded performance of the user computing environment, such as 
a system freeze up. The monitoring function notifies the supporting environment of any 
degraded performance. The supporting environment will perform any recovery action as 
necessary to recover or restore the user environment. Recovery may include utilizing the 
snap-shot to recover or restore the user environment. An entire user disk may be 
restored. A specific application or software package may be restored, or particular files. 

What is claimed is: 

1 . A computer system that repairs itself on the fly. 



